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Abstract. The high continuous bit-rates carried by digital fiber-based video surveillance networks have prompted demands for intelligent sensor devices to reduce bandwidth requirements. These devices detect and report only significant events, thus optimizing the use of recording and transmission hardware. The Remote Intelligent Security Camera (R.I.S.C.) concept devolves local autonomy to geographically distant cameras, enabling them to switch between tasks in response to external events and produce output streams of varying bandwidth and priority. This paper presents an investigation of the behavior of such a network in a simulation environment, with a view to designing suitable algorithms and network topologies to achieve maximum quality of service and efficient bandwidth utilization.

1
Introduction

The video surveillance market has experienced tremendous growth throughout the 1990s, the bulk of expenditure being in the area of video hardware (cameras, recording equipment, control/monitoring stations). The traditional arrangement of analogue sensors, transmitting via bundled cables to central control monitors under human supervision, is being increasingly superseded by digital multiplexing and transmission of high bandwidth video signals over wireless, ISDN and LAN networks. The fact that a continuous high bandwidth is required, even where the bulk of transmission contains nothing of interest, has led to demands for intelligent algorithms to ease the network load.

     Intelligent algorithms for video surveillance are now capable of identifying and tracking the trajectories of objects [1], including personnel [2] and vehicles [3,4] against non-stationary backgrounds. The deployment of such algorithms allows the automatic tracking of objects of interest, leaving human operators free to perform other support tasks (such as co-ordinating an appropriate response to any perceived threat). Classes of objects (people, cars, etc.) can be differentiated by their shape and motion characteristics [5] and "suspicious" behaviour can be detected against a baseline of benign activity [6]. Specialised behavioural analysis algorithms [7,8] require a substantial degree of computational power, and are best employed analyzing those video streams containing events of interest.

     The Remote Intelligent Security Camera (R.I.S.C.) takes this concept a step further, devolving intelligent algorithms to the cameras themselves and giving them a degree of local autonomy. Cameras are therefore enabled to switch between different tasks in response to external events, generating output streams of varying bandwidth and priority. For example, while tracking objects exhibiting "normal" (non-suspicious) behaviour, the camera may produce a semantic textual data stream describing trajectories and behaviour. Once a threat has been detected, a medium-quality high-priority video report will be generated for the immediate attention of human operators. In addition to this video report, a high-quality forensic standard video record may be generated and stored locally.

     The aim of this project
 is to investigate the behaviour of such a network in a simulation environment, using statistical algorithms to mimic the behavior of the cameras, network and security-operators. The results of these simulations should produce a clearer understanding of the traffic/network interaction, thus aiding the development of the algorithms and topologies required to achieve maximum quality of service (QoS) and bandwidth utilization efficiency.

2
Experimental Methodology


The simulation software used in this study was written in Microsoft Visual C++, and runs upon an 850MHz Pentium III PC. The program contains modules representing the network architecture (which was assumed to be a broadband fibre-based network), the intelligent cameras and the central control/monitoring station. The latter is usually referred to as the "in-station" of the network, while the video cameras are the "out-stations". The network nodes are described as "mid-stations"; each services a cluster of out-stations (cameras) and reports to/receives commands from the central in-station (see Figure 1).

2.1
Network Architectures and Protocols

2.1.1 Asynchronous Transfer Mode (ATM)

The Asynchronous Transfer Mode (ATM) network protocol typically runs at 155Mbit/s, and carries data in 53 octet "cells" (48-octet data field plus a 5-octet header). Data is transferred on a connection-based scheme in which all cells in a particular stream follow a common "virtual channel connection" (VCC) through the 
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Fig. 1. Typical video surveillance architecture, with "out-stations" (camera sensors), "mid-stations" (network nodes/switches) and in-stations (central monitoring/control node (after Nche et al. [9]).

network. Each node (or “switch”) in an ATM network has a series of input and output ports: Cells arriving at a particular input port are interrogated for the "virtual channel identifier" (VCI) in the header field, which is used to select the appropriate output port for that cell. (The mapping between VCI's and port numbers is specified in a switching table, which is initialized when the connection is established.) The switch also contains storage buffers to hold cells until the output ports are ready for them. These buffers are FIFO (first-in-first-out) may be either on the input or the output ports of the switch.









Fig. 2. ATM cell (left) and switch architecture (right). The broken line indicates a virtual channel connection (VCC) between an input port and an output port of the switch, along which all cells in a particular stream travel. Many interconnected switches form an ATM network. 














Fig. 3. Simplified illustration of the "active bus" video surveillance network architecture developed at Loughborough University [9], upon which the simulation experiments in this paper are based.

2.1.2
ATM "Active Bus" Architecture

Although ATM provides an ideal platform for video surveillance, its complete implementation would be an unnecessary expense. For this reason, workers at Loughborough University have developed a functional subset of ATM specifically for surveillance applications [9]. Figure 3 shows the basic architecture: Data cells flow both ways along the bus, camera output data in one direction and camera control data in the other. Each cluster of cameras (out-stations) is connected to a mid-station which contains an "M" (multiplex) box and a "D" (de-multiplex) box. The M-box allows the cell-streams generated by the cameras to be merged together with those already on the network. It also contains FIFO buffers to store cells temporarily during periods of congestion. (When this buffer becomes full, any further cells entering the M-box are dropped from the network.) The D-box allows control cells intended for a particular camera to be de-multiplexed out of the bus and to reach their required destinations.

     This architecture is clearly an example of an ATM network. The video, text and control streams of each camera form VCC’s and the M- and D-boxes may be considered ATM switches. While the M-box has many input ports and one output port, the D-box has multiple outputs and one input.

     The network simulator used in this study operates at “cell-level”: The progress of each cell is tracked by the computer and cell transfer delay distributions are recorded. Most of the experiments assumed input-port buffering, though output buffering was also tested. The simultaneous arrival of multiple cells in an M-box necessitates a priority assignment system, and two such schemes were tested: (i) All incoming cells were given equal priority and were selected at random for forwarding. (ii) Cells arriving from the upstream mid-station were given automatic priority over those arriving from local cameras, in order to compensate for their longer journey to the in-station. Furthermore, each control cell generated by the in-station is destined for a specific camera; there are no broadcast/multicast cells.


Fig. 4. Cumulative probability graph for time-separation of events in a video camera sequence. (The field of view was a staff car park at Kingston University.) The near-fit exponential justifies the use of a Poisson process to model the report-generation mechanism. The average time between events is 278 PAL frames, or approximately 11 seconds.

2.2
R.I.S.C. Cameras

In order to mimic the operation of a R.I.S.C. camera, some preliminary experiments were performed using a 20 minute video sequence of a car park. The sequence was examined frame-by-frame for “significant events” of the sort which might be detected by an intelligent algorithm (e.g. “car enters car park”, “cyclist leaves car park”). The times between the end of each event and the onset of the next was recorded and the results were plotted as a cumulative probability graph. Figure 4 shows that this data approximately follows a curve of the form 


[image: image31.wmf]1

10

100

1000

10000

100000

1000000

10000000

100000000

1

2

3

4

5

6

7

8

9

10

11

12

13

Cell Delay(ATM Cycles)

Number Of Cells

RepGenMeanTime = 11

RepGenMeanTime = 15

RepGenMeanTime = 20


(1)

where ( is the reciprocal of the mean inter-event time. This indicates that the probability of event-occurrence is governed by a Poisson distribution. Hence a Poisson process was implemented in the simulation program to mimic the event-report mechanism.

      At this stage in the project, several simplifying assumptions have been made concerning the camera output characteristics. When no video report is generated, each camera is assumed to send a low bandwidth, constant bit-rate (CBR) text stream to the in-station. When a video report is generated, the camera sends a higher bit-rate video stream, together with a message informing the in-station that a video report has arrived.


Fig. 5. Gaussian distributions used to model stand-down delays in reported simulations using means are 2 and 4 seconds (standard deviations are one third of these values). These may be seen as representing the responses of alert and sluggish operators respectively.

2.3
The In-Station

Upon receiving a video report, the in-station waits for a randomly selected period of time before responding. This is the "stand-down delay" and represents the time required by the security operator to analyze and identify the reported event. Once the stand-down delay has elapsed, the in-station sends a control cell to the reporting camera instructing it to stand-down (i.e. to terminate its video report). When the camera receives this message, it resumes the low bit-rate CBR transmission prior to the video report.

     The process of identifying the reported object/event is likely to require a period of cogitation, the Poisson distribution is an unsuitable representation of the stand-down process. Stand-down delays are likely to be clustered symmetrically around a central mean value, and for this reason a Gaussian distribution was chosen. While the mean of this distribution was a user-adjusted parameter, the standard deviation was set to exactly one third of the value. Figure 5 shows Gaussian curves for mean stand-down delays of 2 and 4 seconds (representing more alert and more sluggish security operators respectively.) 

3
Experimental Results

Throughout these experiments, the physical layer speed was assumed to be 155Mbit/s, which is typical for fiber-based ATM. The video-report bit-rate was set to 15Mbit/s and the standby “test” data rate was 80kbit/s. The network buffers were dimensioned such that no cells were dropped due to buffer-overflow. (Typical loss rate on a well-dimensioned ATM network is of the order of 1 cell in 109 transmissions.) Network performance was quantified in terms of the cell transfer delay distributions, which could be determined for the network as a whole and for individual camera streams. All simulations were run for 500 seconds (simulated time) which was found sufficient to ensure statistically significant results. This was verified by performing multiple simulations with identical parameters and comparing the respective outcomes.

3.1 Network Topology

The first set of experiments investigated the effects of network topology upon the quality of service. Figures 6 and 7 shows the effects of adding more cameras and mid-stations to an existing network; the larger the network becomes, the greater the traffic load and the longer the average cell delay. (In these experiments, the inputs to each M-box were assumed to have equal priority.)

Fig. 6. Cell delay distributions for entire data on networks of 2, 3 and 4 mid-stations (Mid2Cam3, Mid3Cam3 and Mid4Cam3 respectively). Each mid-station services three cameras. Mean inter-event time was 11 seconds and mean stand-down time was 6 secs.


Fig. 7. Cell delay distributions for entire data on networks of 2, 3 and 4 cameras per mid-station (3Mids2Cams, 3Mids3Cams and 3Mids4Cams respectively). All three networks contained 3 mid-stations. Mean inter-event time was 11 seconds and mean stand-down time was 6 secs.

Fig. 8. Cell delay statistics for video-stream cells from four individual cameras on a network of four mid-stations. Mid1Cam and Mid4Cam are cameras on the midstations closest to and furthest away from the in-station respectively.

Figure 8 shows cell-delay distributions for individual cameras at different points in a network. It is noticeable that the cameras further away from the in-station experience longer delays, since their cells have further to travel to the in-station. This experiment was repeated, giving automatic priority to cells from upstream mid-stations (Fig.9).


Fig. 9. The experiment of Figure 8 repeated, giving automatic priority to all cells from “upstream” mid-stations to compensate for their longer journey. 


Fig. 10. Cell-delay distributions obtained using 11, 15 and 20 seconds mean inter-event time (RepGenMeanTime).

3.2
Network Activity

Figure 10 shows the results of another simulation experiment, in which the effect of changing the level of network activity was observed. In all cases, the network consisted of three mid-stations, each of which served a cluster of three cameras. The mean time between events (RepGenMeanTime) was set to 11, 15 and 20 seconds and the effect upon the cell delay distributons was observed. The results show that the greater network activity associated with a shorter inter-event time increases the overall load on the network and increases the average cell delay.

4   Conclusions and Future Work

This paper has outlined some of the recent trends in the development of video surveillance networks, and shown the benefits of building intelligence into individual camera sensors. A simple cell-level simulator of a network of intelligent cameras, based upon an ATM “active bus” architecture has been established and tested. This simulator has then been used to explore the effects upon QoS of different network topologies and video-report generation frequencies.

     A number of assumptions have been made in the formulation of the model; firstly the arrival of events observed by each camera has been assumed to be random and uncorrelated, and therefore governed by a Poisson process. (This assumption was partially justified by observation of a limited data set.) A further assumption is that no correlation between events detected by different cameras; each is governed by an independent statistical process. This is likely to be untrue in practice, since a single suspicious vehicle or individual would almost certainly be detected by more than one camera; hence the arrival of an event on one camera would increase the likelihood of an event on neighbouring cameras.

     These results provide a foundation for a more realistic simulation study, which should ultimately allow recommendations to be made about optimum network configurations.
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Sheet1

		10990		11325		335						1		70		0.02						Actual Data		Model

		11405		11492		87		80				2		75		0.04				0		0.0204081633		0

		11860		11970		110		368				3		77		0.06				13		0.0408163265		0.0457317004

		12350		12430		80		380				4		80		0.08				22		0.0612244898		0.0761611414

		13035		13160		125		605				5		80		0.1				25		0.0816326531		0.0860871119

		13330		13410		80		170				6		82		0.12				40		0.1020408163		0.1341399882

		14625		14710		85		1215				7		85		0.14				45		0.1224489796		0.1495894421

		15235		15355		120		525				8		87		0.16				48		0.1428571429		0.1587264794

		16100		16475		375		745				9		90		0.18				66		0.1632653061		0.21152364

		16500		16660		160		25				10		90		0.2				70		0.1836734694		0.2227988309

		17215		17340		125		555				11		90		0.22				80		0.2040816327		0.25028644

		17695		17980		285		355				12		94		0.24				85		0.2244897959		0.2636635043

		18245		18645		400		265				13		102		0.26				85		0.2448979592		0.2636635043

		18735		18825		90		90				14		106		0.28				88		0.2653061224		0.2715748995

		19375		19752		377		550				15		110		0.3				90		0.2857142857		0.276801883

		20295		20365		70		543				16		110		0.32				93		0.306122449		0.284572116

		21255		21535		280		890				17		110		0.34				108		0.3265306122		0.3221887949

		21620		21885		265		85				18		115		0.36				110		0.3469387755		0.3270525866

		21925		22015		90		40				19		120		0.38				110		0.3673469388		0.3270525866

		22085		22200		115		70				20		125		0.4				115		0.387755102		0.3390599202

		22222		22362		140		22				21		125		0.42				115		0.4081632653		0.3390599202

		22540		22785		245		178				22		132		0.44				123		0.4285714286		0.3578276161

		22895		22970		75		110				23		135		0.46				127		0.4489795918		0.3670106641

		23330		23535		205		360				24		135		0.48				170		0.4693877551		0.4578085652

		23645		23780		135		110				25		140		0.5				178		0.4897959184		0.473204339

		24025		24390		365		245				26		160		0.52				220		0.5102040816		0.5471417788

		24655		24853		198		265				27		197		0.54				245		0.5306122449		0.5861270352

		25201		25490		289		348				28		198		0.56				264		0.5510204082		0.6134953639

		25796		25902		106		306				29		205		0.58				265		0.5714285714		0.6148845875

		26010		26390		380		108				30		205		0.6				265		0.5918367347		0.6148845875

		26925		27007		82		535				31		228		0.62				278		0.612244898		0.6324965701

		27130		27240		110		123				32		231		0.64				306		0.6326530612		0.667742514

		27285		27395		110		45				33		245		0.66				315		0.6530612245		0.6783374479

		27480		27612		132		85				34		262		0.68				348		0.6734693878		0.7143759047

		27890		27984		94		278				35		265		0.7				355		0.693877551		0.7214852588

		28050		28281		231		66				36		277		0.72				360		0.7142857143		0.7264547696

		28730		28832		102		449				37		280		0.74				368		0.7346938776		0.7342222115

		28880		29365		485		48				38		285		0.76				380		0.7551020408		0.7454617885

		29365		29627		262		0				39		289		0.78				449		0.7755102041		0.8014589834

		29640		29951		311		13				40		311		0.8				525		0.7959183673		0.8489916929

		30215		30420		205		264				41		335		0.82				535		0.8163265306		0.8543324688

		30640		30730		90		220				42		365		0.84				543		0.8367346939		0.858468765

		30823		30900		77		93				43		375		0.86				550		0.8571428571		0.8619915619

		31585		32295		710		685				44		377		0.88				555		0.8775510204		0.8644540327

		32610		32745		135		315				45		380		0.9				605		0.8979591837		0.8867870245

		32860		33305		445		115				46		400		0.92				685		0.9183673469		0.9151226971

		33420		33617		197		115				47		420		0.94				745		0.9387755102		0.9316146466

		33705		33933		228		88				48		445		0.96				755		0.9591836735		0.9340332609

		34060		34480		420		127				49		485		0.98				890		0.9795918367		0.9594294453

		35235		35512		277		755				50		710		1				1215		1		0.9874115178
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